
1

Improving Microgrid Voltage Stability through
Cyber-Physical Control

Meher Preetam Korukonda, Swaroop Ranjan Mishra, Anupam Shukla, and Laxmidhar Behera

Abstract—Voltage stability in islanded microgrids can be
improved through coordinated cyber-physical control among the
distributed generators(DGs). This paper proposes two techniques
for developing controllers for handling situations of varying
loads and communication link failure- one for a full commu-
nication topology type microgrid and the other for a sparse
communication type. In the first technique, the working of
the microgrid is represented as set of switching systems and
controllers are developed using the Common Lyapunov Function
theory. In the second technique a specially designed constraint
based sensor-controller connection design (CBSCD) algorithm
has been adopted to manipulate the communication topology and
improve stability in response to varying parametric conditions.
The algorithm finds the least set of communication resources
to be operational while enhancing the stability of the microgrid
voltage to a near maximal level. Both the methodologies have
been tested for an islanded 4 bus power system for varying loads
and communication link failure.

Index Terms—Cyber-Physical Systems, convex optimization,
distributed control, microgrid, stability, state-feedback.

I. INTRODUCTION

Cyber-physical systems (CPS) [1] are the next generation
engineered systems in which the technologies of communi-
cation, computation and control are tightly interwoven. CPS
frameworks will add immensely to the current systems’ prop-
erties like reliability, scalability, security and adaptability in a
plethora of fields like robotics [2], health care [3], and smart
grid technologies [4]. Microgrids are collections of sources and
loads that can work cooperatively with the existing grid as well
as in stand alone mode. A simple coordinated voltage control
scenario in an islanded cyber physical microgrid (CPMG)
system is shown in Fig. 1. Each bus is equipped with a sensor
and controlled by a DG. Traditionally, the voltage control
decision of each DG was based only on the local sensor value.
A cyber-physical solution for the same problem would consist
of DGs using information from sensors on multiple buses
to take better control action. However, such strategies need
to incorporate both communication and control parameters
simultaneously to practically implement them. Controllers
designed for such systems should be able to control voltage
efficiently in scenarios like variation in loads, while tackling
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Fig. 1: The Cyber-Physical Micro Grid structure

communication constraints like communication link failure
and bandwidth allocation.

Enhancing the performance and properties of microgrid with
communication has been carried out in the area of droop
control [5]. In time, the adoption of distributed [6] control
framework gained prominence over a centralized [7] scheme
as it removes the issue of single point failure in the system.
For instance, [8] proposed a hybrid scheme consisting of
both centralized and droop control which works both, in the
presence and absence of a centralized communication scheme.
This scheme was further improved upon and made robust to
communication delays in [9]. Works like [10] came up with
communication routing algorithms and protocols to connect
DGs and enhance power sharing in various microgrid con-
figurations. These works showed that communication system
structure affects overall system performance and stability, yet,
they do not mathematically model the relation between control
and communication parameters.

The work in [11] proposes a framework where a rela-
tion between communication topology and stability margin
has been shown. A greedy algorithm was used to route
the connections between sensors and controllers which adds
individual connections based on stability margin. Since, the
greedy algorithm yields suboptimal solutions, [12] proposed
an algorithm to find more stable configurations. However, in
these works, the physical and communication parameters and
constraints assume a fixed value as opposed to the practical
situations in which parameters like load and delay keep
changing. This work proposes the following two techniques
which can overcome these issues,978-1-4799-5141-3/14/$31.00 c© 2016 IEEE
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1) Switching controller design based on CLF in fully
connected microgrids.

2) Controllers developed through manipulation of commu-
nication topology for sparsely connected microgrids.
The CBSCD algorithm has been proposed to select the
communication topology using minimal communication
resources while improving the voltage stability to a near
maximal level.

The rest of the paper has been outlined as follows. Section
II describes the assumptions and models adopted for the
CPMG. Section III shows the development and design of
the proposed Common Lyapunov Function based optimization
frameworks for the fully connected microgrid while Section
IV outlines the CBSCD algorithm based controller design
proposed for sparsely connected microgrids. These procedures
have been tested on multiple scenarios including variation of
loads and failure of communication links, the results of which
are presented in Section V. Further work and conclusions have
been treated in Section VI.

II. CYBER PHYSICAL MODEL OF THE MICROGRID

Fig. 1 shows the CPMG structure consists of sensors,
DGs, and controllers which deal with physical parameters like
voltage and frequency and communication components placed
at the physical components which deal with parameters like
bandwidth, speed, data loss,etc. Hence, the model adopted
for representing the power system must be able to represent
parameters both from the physical and communication worlds.
The system operates completely in islanded mode.

This section gives a comprehensive description about the
physical and communication aspects of the microgrid along
with the controller structure being adopted.

A. MIMO System Model

In the CPMG considered, the distributed controllers present
at the DGs sense the bus voltages and come up with a strategy
to vary the voltage output of DGs vc(t) for the bus voltages to
reach their reference values Vref . The single phase equivalent
diagram of the 4 bus CPMG has been depicted in Fig. 2.

Fig. 2: Physical Grid

Applying nodal analysis from bus-1 to bus-4 and rearranging
we get the following:

TV̇t(t) = T1Vt(t) + T2Vc(t) + T3V̇c(t) (1)
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Since the system is linear, (1) can be written as follows:

T∆V̇t(t) = T1∆Vt(t) + T2∆Vc(t) + T3∆V̇c(t) (6)

Further, (6) can be rewritten as:

∆V̇t(t) = A′∆Vt(t) + B′∆Vc(t) + M′∆V̇c(t) (7)

where A′ = T−1T1, B′ = T−1T2,M
′ = T−1T3 and

∆Vt(t) = Vt(t)−Vref. A transformation

x(t) = M′∆Vc(t)−∆Vt(t) (8)

has been applied onto (7) to get the following state-space
representation:

ẋ(t) = Ax(t) + Bu(t)

y(t) = Cx(t)

}
(9)

where A = A′, B = A′M′ + B′, C = I and

A ∈ Rn×n, B ∈ Rn×m,C ∈ Rp×n,x ∈ Rn, u ∈ Rm,y ∈ Rp

B. Communication Structure

Most of the equipment in the CPMG are assumed to
be equipped with wireless communication interfaces. These
interfaces can be clubbed into three types of nodes- sensor
nodes, controller nodes and the server nodes. There can also
exist a certain number of relay nodes between various other
types of nodes mentioned which will not be considered here
for the purpose of simplicity.

The control hierarchy consists of a distributed control layer
among the DGs whose routing is decided through a central
server. On a general basis, the distributed control framework
using the communication network-2 between the sensors and
the DGs/controllers is under operation. It is assumed that
the central server using communication network-1 contains
an online forecasting tool which predicts various sensitive
parameters in the grid in an online manner. The updated
values of controller design and the communication structure
of network-2 is relayed to the DGs and sensors whenever the
monitored parameters are expected to go beyond the bounds
of existing controller capabilities.
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The routing between the nodes would be on a multicast
basis.The data flow among these nodes is assumed to be
continuous i.e the sampling rate is high, quantization error
is low and there is no issue of packet loss. It is also assumed
that delay is absent. The communication constraints assumed
within the scope of this work are as follows:

1) Connection Constraint: This constraint deals with the
general topology of the communication network. It spec-
ifies the availability of a particular node to be connected
to other nodes. The value of connection constraint cc
signifies the number of neighboring nodes in the pre-
vious layer from which a particular node can receive
information.

2) Bandwidth Constraint: This constraint specifies the num-
ber of connections that must generate from any node.

C. Distributed Control Scheme

A distributed secondary state-feedback control scheme

u(t) = Kx(t) (10)

is used where K ∈ Rm×n shows the connection structure be-
tween controllers and sensors. If Kij is non-zero, it represents
the existence of connection between controller i and sensor j.
Substituting (10) in (9), results in

ẋ(t) = Āx(t) (11)

where Ā = A + BKC represents closed loop system matrix.
Without inclusion of the controller, the system stability is
defined by the eigenvalues of the matrix A whereas once
the controller is added, the system’s stability gets defined
through eigenvalues of the matrix Ā. If the real parts of all the
eigenvalues are negative, then the system matrix Ā is stable.

It is seen that substituting (10) into (8) yields:

∆Vt(t) = (I + MK)x(t) (12)

Thus, the bus voltage Vt can be stabilized simply by stabiliz-
ing the state x.
D. Optimization Formulation using Lyapunov Function

Considering the linear system model as in (9) , and given
a Lyapunov function V(x) = xTPx, it is well known
that equilibrium point xe goes to zero, if the following two
inequalities hold simultaneously for all x 6= 0

V(x) � 0, V̇(x) ≺ 0 (13)

Simplifying (13) and adding a stability margin parameter γ as
in [12], the following optimization formulation is arrived at:

max
K

γ

s.t. ĀTP + PĀ + γI ≺ 0

Kij = 0, if link between sensor j and DG i is absent
‖K‖2 ≤ ρ (14)

The constraint, K‖2 ≤ ρ is incorporated so that the controller
gains are bounded, where ρ is a user defined scalar value.

E. Switching System Representation of the CPMG

The model shown in (9) represents the working of the mi-
crogrid only for a particular value/small range of parameters.
However, the variation of the parameters during the course
of operation of the microgrid is quite large. The microgrid
can alternatively be modeled as consisting of n switching
subsystems:

ẋ = A1x + B1u; t0 ≤ t < t1

ẋ = A2x + B2u; t1 ≤ t < t2
...

ẋ = Anx + Bnu; tn−1 ≤ t < tn

 (15)

where each subsystem captures the set of physical and com-
munication parameters operational for a particular period of
time during the day.

III. CLF BASED CONTROLLER DESIGN FOR FULLY
CONNECTED MICROGRIDS

During the course of operation of microgrids, a lot of
parameters keep changing which in turn have effect on the
voltage stability. The controllers designed thus, need to be
robust to these changing parametric conditions. The switching
microgrid model shown in (15) effectively captures different
parametric conditions into different subsystems. The multiple
subsystems can be stabilized simultaneously using a CLF
[13]. The controllers designed on the basis of CLF can
be used to stabilize multiple subsystems which means that
multiple parametric conditions can be taken care using a single
controller. This section discusses the optimization formulation
and controller design procedure adopted for the same.
A. Optimization Formulation

Consider two closed loop switching subsystems ẋ = AK1x
and ẋ = AK2

x where AK1
= A1 + BK and AK2

= A2 +
BK. Assuming a Lyapunov function V1 = xTP1x for first
system and applying the stability criterion,

AT
K1

P1 + P1AK1
= −P0, P0 � 0, P1 � 0 (16)

In a similar way, V2 = xTP2x is considered as the Lyapunov
function for the second system. Applying stability criterion
yields,

AT
K2

P2 + P2AK2 = −P1, P1 � 0, P2 � 0 (17)

Examining the second Lyapunov function V2 = xTP2x in
light of the above assumptions:

V̇2 = xTAT
K2

P2x + xTP2AK2
x = −xTP1x (18)

This shows the global asymptotic stability of AK2. Putting
(16) in (17):

AT
K1

(AT
K2

P2 + P2AK2
) + (AT

K2
P2 + P2AK2

)AK1
= P0

(19)

Upon applying the assumption AK1AK2 = AK2AK1 and
rearranging we get,

AT
K2

P̄ + P̄AK2 = P0 (20)
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where P̄ = AT
K1

P2 + P2AK1
. From (20), if P0 � 0 and

AK2
is stabilizing then, P̄ ≺ 0 which means that P2 is also

stabilizing for AK1
. Thus, P2 is the CLF.

The assumptions taken can be formulated into an optimiza-
tion problem:

max
K,P2

γ

s.t. AT
K1

P2 + P2AK1
+ γI ≺ 0,

condition (19) holds,
AK1

AK2
= AK2

AK1
,

AT
K2

P2 + P2AK2
≺ 0,

‖K‖2 ≤ ρ. (21)

B. Controller Design Procedure

The following is the procedure to utilize the formulations
described in the previous two subsections to design controllers
based on CLF:

1) Plot the eigenvalues of the system matrix for the known
range of parameter variation.

2) Segregate the range of eigenvalues into individual
smaller zones.

3) Find the worst case system matrices for all n individual
zones A1,A2, · · · ,An.

4) Select the particular zone in which the grid is operating
and a neighbor zone where the grid will operate in the
immediate future.

5) Solve the CLF formulation as presented in previous
subsection and obtain K matrix.

The controller achieved will be able to stabilize microgrid
voltages for two zones simultaneously due to the common
Lyapunov formulation.

IV. CBSCD BASED CONTROLLER DESIGN FOR SPARSELY
CONNECTED MICROGRIDS

For the sparse microgrids, methods like CLF might not yield
a solution due to reduced information availability. However,
as shown in [12], the structure of the sparsity plays an im-
portant role in determining the stability of the overall system.
Hence, in this section, the CBSCD algorithm is presented to
manipulate the communication topology as per the parametric
conditions and maximize the stability of the microgrid.
A. Connection Finding Algorithm

The sensor and the DG nodes need to be connected in the
presence of communication constraints like bandwidth and
connection constraints and operator requirements like cost.
The cost constraint is further divided into peripheral cost
constraint prc and central cost constraint cnc. These two
have been formulated under the assumption that in general,
the operators use the central generators to take maximum
load owing to their greater accessibility while the peripheral
generators are given lesser loads. Here, prc represents the
maximum sensors that can be connected to a generator in
the periphery i.e., DG1 and DG4 while cnc represents the
minimum number of sensors to be connected to a central
region DG (DG2 and DG3) for it to be operational. The

central DGs being more costly will not be switched on unless
a minimum of cnc sensors aren’t connected to any of them.

The following are the steps to find the topology as per the
algorithm:
Step 1: Enter the number of sensors ns, number of controllers
nc, connection constraint and bandwidth constraint and gen-
erate the possible connections For this case, ns = nc = 4,
bwc = 2 and cc = 1. The possible connections for this
configuration are shown in Fig. 3.
Step 2: Feed in the cost constraints prc and cnc and generate

Fig. 3: Network Connections

all the possible cost configurations and save them in a Set
called cost. For prc = 1 and cnc = 2, there exists only one
cost configuration for the generators i.e., 1331.
Step 3: Initialize the Set R as an empty set.
Step 4: While the Set cost is non-empty, go to step 5,or else,
go to step 13.
Step 5: Select a cost configuration from the Set cost. Selected
1331.This means that DG1 and DG4 should be connected to
one sensor while DG2 and DG3 should be connected to three
sensors.
Step 6: Sort the non-zero cost generators in ascending order
of their cost into a Set cost− sortup whose size is given by
count.
cost− sortup = 1133 and count = 4.

Fig. 4: Set R after Step-11

Step 7: While count > bwc, go to step 8, else proceed to step
13.
Step 8: Pick the first connection available in cost− sortup.
Step 9: Find all the possible ways in which the generators can
exist with that particular cost and put them in a Set v.
Step 10: Find all the combinations of different elements in
Set R with that of Set v and update Set R.
Step 11: Delete the current connection from cost − sortup
and decrement the count by 1. Go to step 8.
Fig. 4 shows the elements in Set R after combining the
connections of DG1 and DG4 at the end of step-12.
Step 12: while count > 0, go to step 14, else proceed to step
17. In this case since bwc = 2, this loop repeats two times.
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(a) Set R after Step-14 (b) Set R after Step-15

Fig. 5: Final two steps of the algorithm

Step 13: Pick the first generator from cost− sortup, find all
the possible ways in which the generator can exist with that
particular cost and update Set v.
Step 14: Find the individual elements in Set v that can be
added to the elements in Set R such that sensors with bwc-
count connections are served.
Step 15: List the co-existable added connections and update
Set R. Fig. 5a lists the set of connections existing in Set R after
first iteration while Fig. 5b lists the final set of connections
after the final iteration.
Step 16: End

The set R contains the final connection set which has
satisfied all the constraints given to the algorithm.
B. Controller Design Procedure

This controller manipulates the communication constraints
to handle all sorts of variation in parameters. The following
procedure utilizes the connection finding algorithm and Lya-
punov based optimization formulation to arrive at the value
of connection parameter that would suit a particular range of
parameter variation we wish to address at a particular point
of time. 1) Plot the eigenvalues of the open loop system
matrix for the known range of parameters; 2) Segregate the
range of eigenvalues into individual smaller zones; 3) Select
a particular zone of operation depending on the time of the
day; 4) Find the worst-case working system matrix for all n
individual time zones A1,A2, · · · ,An; 5) List all the possible
constraint combinations and represent them using the vari-
able connection − parameter. connection parameter =
[bwc cc cnc prc]; 6) Apply the connection finding algorithm
to all CP combinations; 7) Find the γ values and the maximum
eigenvalues for all the combinations found in step-5 using the
optimization formulation mentioned in Section II-D; 8) Define
the γ tolerance for the chosen zone; 9) Find the least value
of constraints that can satisfy the tolerances; 10) Find the K
matrix for the obtained connection.

V. RESULTS

This section describes various results obtained while design-
ing common Lyapunov based and communication manipula-
tion based controllers for cases like variation in load and loss
of communication link. All of these studies have been carried
out using the CVX optimization tool [14].

For the sake of demonstration, the per unit values given in
Table-I have been assumed for the parameters in microgrid.
The value of R4 and L4 depend on the amount of load
resistance and reactance at a particular point of time. For all

the cases L4 has been taken to be 0.0148. Also, the value
of Lcn = 0.001 where n = 1, 2, 3, 4. The system matrices
A1, A2 and A3 were obtained for three zones on putting
R4 = 0.0001, 0.35 and 0.7 respectively.

TABLE I: Microgrid Parameters

Parameter Value Parameter Value
R1 0.175 L1 0.0005
R2 0.1667 L2 0.0004
R3 0.2187 L3 0.0006

A. Common Lyapunov based Controllers
1) Change in Load Resistance: The following result has

been obtained when a controller was designed for the zones
A1 and A2.

K =


1.9856 0.5993 0.3526 −0.4897
0.4949 1.4940 0.3503 −0.4617
0.0965 0.2460 1.2782 −0.4707
−1.5872 −1.4698 −1.1987 −0.5342

 (22)

Maximum eigenvalue of A1 = −0.0063
Maximum eigenvalue of AK1 = −4.3595

Maximum eigenvalue of A2 = −21.9580
Maximum eigenvalue of AK2 = −23.4911

‖K‖2 = 3.4708


(23)

2) Failure of a communication link: Before shutting down
a communication node, the controller K will be calculated
and put into action which ensures smooth transition without
compromise in stability between the system in which all the
K values are present and the system in which a particular K
value is absent due to the removed connection. The following
is a case where there has been communication failure between
sensor-3 and controller-3. Moreover, the system parameters
have also been changed due to change in load resistance.

K =


2.4239 3.1694 −0.7900 −0.4599
1.1978 3.5546 0.7326 −1.0341
1.2788 1.3028 0 −0.1017
−0.3686 2.5084 −2.4300 −0.9703

 (24)

Maximum eigenvalue of A1 = −0.0063
Maximum eigenvalue of AK1

= −36.3090
Maximum eigenvalue of A2 = −21.9580

Maximum eigenvalue of AK2
= −36.3090

‖K‖2 = 6.2697


(25)

It can be seen that for communication node failure case, the
control effort required to improve the stability is quite higher
compared to the variation of load resistance case.
B. Communication Manipulation-based Controllers

The communication manipulation based controllers are
found by determining the minimal set of communication
constraints that can maximally stabilize the microgrid for a
given set of physical and communication parameters.

1) Load Variation: Table-II summarizes the results ob-
tained for various scenarios of loading. The K matrix obtained
when designed for region A1 is as follows:

K =


0 −2.1345 −5.3123 0.7135

−1.8397 −1.3090 −4.1146 0
2.0861 0 −3.2176 −9.001
−7.5319 −5.5769 0 −1.0024


(26)
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TABLE II: Results-Load Variation

System
Max-

eigenvalue
(open)

Max-
eigenvalue

(closed)
CP

A1 -0.0063 -4.44 3303
A2 -21.9580 -26.7762 3203
A3 -42.4541 -47.7961 2303

(a) Load variation case (b) Communication failure case

Fig. 6: Output topologies for communication manipulation
based controllers for variation of load and communication link
failure cases

2) Failure of Communication Link: Table-III summarizes
the results obtained for various scenarios of load when there
is a communication loss in the link between controller-3 and
sensor-3. Fig. 6b shows the output topology obtained in the
presence of communication failure when operating the region
A1 with R4 = 0.0001. The K matrix further confirms the
alternate route chosen by the algorithm in the absence of the
link between sensor-3 and controller-3.

TABLE III: Results- Load Variation with communication node
failure

System Matrix
Max-

eigenvalue
(open)

Max-
eigenvalue

(closed)
CP

A1 -0.0063 -2.48469 2303
A2 -21.9580 -25.7198 2303
A3 -42.4541 -49.8773 2302

K =


0 −1.5073 −1.7728 0
0 0 0 −4.4738

−2.9630 −5.1070 0 7.1466
−0.9639 0 −8.4526 0

 (27)

An important finding in this method is that even if the system
works with lower values of bandwidth and other constraints,
that is, with lower number of connections, comparable stabil-
ities are achieved to that of highly connected cases.

VI. CONCLUSIONS

In this paper, two techniques have been explored for im-
proving microgrid stability in a distributed cyber-physical
framework. One works on the idea of CLF applied over a hy-
brid switching system representation and the other one works
on manipulating the communication topology for improved
stability. The CLF based controller design has been tested to be
fruitful for fully connected microgrids. For sparse communica-
tion microgrids, the second methodology for controller design
has been adopted where our proposed heuristic algorithm finds

the set of communication links using minimal communication
resources to improve the stability of the microgrid to a near
maximal level. The efficacy of both these techniques have been
demonstrated in situations of load change and communication
link failure. The first technique has been found to perform
better in terms of stability while the second technique is very
much useful in dealing with many communication and utility
cost constraints.
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